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Think about it :

How many people use Keychain?
How many people use a password manager?
How many people have a need for Keychain?

How you manage your online financial activity?



Today we will talk about...

® The frustration of forgetting your passwords
® What is Keychain?

® Ways to remember passwords.

® Robust features in Monterey and iOS 15.3

® |mportance of iCloud sync to your devices

® How to generate a random password

Kevchain Access . .
Usgr Guide https:/support.apple.com/guide/keychain-access/welcome/mac

for macOS Manterey



https://support.apple.com/guide/keychain-access/welcome/mac

Keychain Access
User Guide

for macOS Monterey
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There is just too much to remember.

Easy to forget a password.

It gets frustrating ....

One needs a system.
Record in a Notebook

Spreadsheet, Locked document

Use Notes app

Paid Password manager

Passwords in iCloud KeyChain



Keychain

A keychain 1s a locked, encrypted container used in Keychain Access
to store account names and passwords for apps, servers, AirPort
base stations, and websites. You can also use keychains to store
confidential iInformation such as credit card numbers or personal
identification numbers (PINs) for bank accounts.



What is iCloud Keychain?

When it comes to online security, it's best to use a good password manager.
But if you don't want to pay for a password manager, then you can make
use of Apple's own solution that is built into every iPhone, iPad, and Mac:
ICloud Keychain. As long as you have an iCloud account, then you can

access iCloud Keychain.


https://apple.news/Ay_DVvw1zRY6eB1o-vJFkPQ

Turn on iCloud Keychain Access

Mac System Preferences > Apple ID> iCloud>Check Keychain
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Favorites

{o; Recent Numbers Keynote...

TVAUG 4th Quarter 2021...
Monthly Budget Data

—> 2. Applications
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In the Finder.... Find Keychain Access app
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~ Screen Flow Information
Utilities
App Store.app
« Automator.app

... Books.app

@ Calculator.app

97 Calendar.app

(¢ Carbon Copy Cloner 2.app

=4 Chess.app

M Audio MIDI Setup.app

&) Bluetooth File Exchange.app
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& Console.app

4 Digital Color Meter.app
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4. Migration Assistant.app
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Utilities
Intego > =) AirPort Utility.app




M a C Search

Or locate the app
using

Launch Pad
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In Monterey Keychain Access is in Utilities




There is no Keychain app on the iPad or iPhone

Just go to Settings...
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Under the covers

Mac Keychain Access App on the Mac

Click to see information
Categories Keychain item about a selected
of items description keychain item.

& 4o Keychain Access

All tems Passwords Secure Notes

' login
Apple Persistent State Encryption

& iCloud Kind: application password

/
// Account: Window Bitmap Encryption
°e® Where: Apple Persistent State Encryption
a System Modified: Yesterday, 3:22 PM
&) System Roots Name Kind Keychain Date Modified It CO U L D h el p revea |
- / Apple Persistent State Encryption application password Yesterday, 3:22 PM
/ BeaconStore application password login Jul 14, 2020 at 5:58:; A pa SSWO rd th at y0 U
/ _ Call History User Data Key application password login Jul 28, 2020 at 12:48
/ 108 Backup application password login Jul 15, 2020 at 3:18:4 FO rg Ot.
/  MetadataKeychain application password login Jul 5, 2020 at 12:11:05% %
/ ProtectedCloudStorage application password login Jul 5, 2020 at 12:05:49 PM
/ _ Safan WebCrypto Master Key application password login Aug 26, 2020 at 9:06:44 AM

L
/.. TelephonyUtilities application password login Today, 5:12 PM



Generate verification codes needed for additional sign-in security. If a site offers two-factor

2 F A Built-in authenticator
Two

Factor
Authentication

Verification Codes

Fingerprint /Touch ID

FacelD

Two factor authentication(2FA) is a security system that requires two separate, distinct forms
of identification in order to access something. The first factor is a password and the second
commonly includes a text with a code sent to your smartphone, or biometrics using your

fingerprint, face, or retina.

15

no need to download an additional app. Once set up, verification codes autofill when you sign in to
the site.

authentication, you can set up verification codes under Passwords in System Preferences and Safari —
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22395

Tue, Jan 25, 1243 PM

Your HealthSafe |ID
verification code is:
1206575

Thu, Jan 27, 9:48 AM

Your HealthSafe ID
verification code is:
1088622

Fri, Jan 28, 10:41 AM

Your HealthSafe ID
verification code is:
3601840

Mon, Jan 31, 12:05 FM

Your HealthSafe ID
verification code is:
5886318

.
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So when did | change my password?

Settings < Passwords Tells when password

B Dauery

was last modified.

Privacy User Name  «xssersx

Password ********

This password was last modified 11/29/21.

App Store

@ Wallet & Apple Pay

WEBSITES
groups.io —@
=
. ®
Mail Brings you out to
the website to make
~ . Contacts % ACCOUNT OPTIONS the password change or
“= Calendar Change Password on Website...  Rof=EICEERCIITToF14[e]aNofo]o [}
Notes Set Up Verification Code...

Raminderc



Settings £ Passwords att.com
‘DAdllCly e
(O Privacy User Name
Password

App Store
This password was last modified 9/16/20.

) wallet & Apple Pay
SECURITY RECOMMENDATION

A Reused password

. .
S
4 < \

- | Contacts

Change Password on Website...

- Calendar WEBS
_— m.att.com
Notes
‘ myattwx07.:
Reminders * y

; www.att.com
@8 Voice Memos

\J Messages ACCOUNT OPTIONS
.. FaceTime Set Up Verification Code...
& Safari

You are reusing this password
on humerous sites which
increases the risk to this

account if one of those is

compromised.



Change a Reused or Compromised Password
Monterey Specific

Q grou o .
E groups.1o M | Edit.
All Passwi Last modified 9/5/20

E 1S,
|

N

Update Password Information

aj 3S....

o7 User Name:
and 6 more. This increases the risk to this account if

E g one of those accounts is compromised.

Password:

br

Change Password on Website [ Change Password on Website J

ai
br |

Verification Code: [ Enter Setup Key... ]

If supported, go to “groups.io” to obtain a setup key
and enter it here.

gl User Name: forums@
fo

in
Bl vovns

Password: sesseessesesssse
Websites: groups.io
roups.io

Website: groups.io

| Delete Password | ([ cancel | [ save |

e ._.@v‘,.

v Detect compromised passwords
Your Mac can securely monitor your passwords and alert you if they appear in known data leaks.



[ < ][ > ] [EEEE] System Preferences

Import and Export Passwords

Detect Compromised Passwords

You can import passwords with a
CSV file.

You can export a CSV file from

Passwords in System Preferences or
from another password manager.

Imported passwords wen't replace any
existing information you‘ve saved, and
you'll be able to review any passwords
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Detect
Your Mag

Import Passwords...
Export Passwords...

\

Search for

[ Cancel ] Choose File

select an account to view its details.

rds and alert you if they appear in known data leaks. ®

Detect compromised passwords
Your Mac can securely monitor your passwords and alert you if they appear in known data leaks.

Can Open CSV file
In Numbers or Excel

comma separated value

Are you sure you want to export
your saved passwords?

Your passwards will be saved without
encryption and will be visible to anyone
who can access the exported file.

Export Passwords...

Cancel

Save As: | Passwords.csv

Tags
Where

" Applications

Cancel




When going to a new website to save a user name log-in

and password this prompt will appear:

N,

1%

When saving a password

Would you like to save this

this might be all you see. password in your iCloud

Keychain for AutoFill on all your
devices?

You can view, edit, or remove saved
passwords in the Passwords pane of
System Preferences.

Save Password

Not Now




Generate random

passwords via

PATREON

P Support MacMost

» MacMost.com Ad-Free For All
P Bonus Content

P Course Discounts

Keychain Access App

Join us at
MacMost.com/patreon

https://macmost.com/3-ways-to-generate-random-passwords-on-a-mac.html



https://macmost.com/3-ways-to-generate-random-passwords-on-a-mac.html

How to Generate a Password
c In Keychain Access

ew Password Item... ¥ N

New Secure Note Item... o8 N File > NeW Password Item

New Keychain... i N

New ldentity Preference...

Keychain Access F Edit View Window Helpi O p en KeyC h a | N AC cesSs

R T R A AL A S I A At

Import Items... 53 |

bR & Type: Random Click on the small key icon
Add Keychain... R A Suggestion: utg\k'kSePw@ - A

Delete Keychain “login”.. YXX& powWOl

Close s 17 Length: 12

Quality: | Decide the type of password:
il i oLetters and Numbers

Tips:
eNumbers Only
eRandom
Enter a name for this keychain item. If you are adding an Internet passwaord " y A ¥ .
item, enter its URL here [for example: https:{fwww.apple.com).
' *FIPS -181 compliant
Enter the password to be stored in the keychain. C O la n

Account Name:

Lock Keychain “login” b L

eychain Item Name:

Password Strength: Weak

cicas Plsswind Copy and paste what you generated

Enter the account name assaciated with this keychain item.

Password:

;'l
Enter the password to be stared in the keychain.

I |
KEY icon

Password Strength: Weak

(] Show Password

[ Cancel J ]; Add :‘[




In the very near future...

Likely with the next update to iI0S 15.4 and Monterey ...
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Gift Card Drawing
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